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Introduction

Use this guide to learn how to identify and troubleshoot the Dell PowerEdge server issues.
In particular, this guide:

Provides troubleshooting procedures for issues related to Server Operating System, Server Hardware, and Server Management
Software.

Provides an overview of diagnostic indicators and describes how to use the indicator codes to facilitate troubleshooting.

Lists Dell PowerEdge server error messages and their probable causes, and provides the actions recommended to correct them.

@ NOTE: This guide does not cover every possible issue that might occur on Dell PowerEdge servers, however focuses on
issues that are frequently encountered or are frequently asked questions.

Topics:

Audience

Recommended tools
Documentation resources
Safety instructions

Audience

The information in this troubleshooting guide is intended primarily for administrators, who are responsible for managing the Dell
PowerEdge servers, however might be useful for all users of Dell servers.

Recommended tools

Lists the basic tools and equipment necessary to perform troubleshooting tasks on the Dell PowerEdge servers.
Key to the bezel lock

The key is needed only if your system includes a bezel.
Phillips #1 screwdriver

Phillips #2 screwdriver

Torx #T30 screwdriver

1/4 inch flat head screwdriver

#4 nut driver

Plastic scribe

Wrist grounding strap

ESD mat

You need the following tools to assemble the cables for a DC power supply unit:

AMP 90871-1 hand-crimping tool or equivalent
Tyco Electronics 58433-3 or equivalent
Wire-stripper pliers to remove insulation from size 10 AWG solid or stranded, insulated copper wire

@l NOTE: Use alpha wire part number 3080 or equivalent (65/30 stranding).

Documentation resources

This section provides information about the documentation resources for your system.
To view the document that is listed in the documentation resources table:

From the Dell EMC support site:
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1. Click the documentation link that is provided in the Location column in the table.
2. Click the required product or product version.

®| NOTE: To locate the product name and model, see the front of your system.

3. On the Product Support page, click Manuals & documents.
Using search engines:

Type the name and version of the document in the search box.

Table 1. Additional documentation resources for your system

Task Document Location

Setting up your system For more information about installing and securing | www.dell.com/poweredgemanuals
the system into a rack, see the Rail Installation
Guide included with your rack solution.

For information about setting up your system, see
the Getting Started Guide document that is
shipped with your system.

Configuring your system For information about the iDRAC features, www.dell.com/poweredgemanuals
configuring and logging in to iDRAC, and managing
your system remotely, see the Integrated Dell
Remote Access Controller User's Guide.

For information about understanding Remote
Access Controller Admin (RACADM)
subcommands and supported RACADM
interfaces, see the RACADM CLI Guide for iDRAC.

For information about Redfish and its protocol,
supported schema, and Redfish Eventing
implemented in iDRAC, see the Redfish API Guide.

For information about iDRAC property database
group and object descriptions, see the Attribute
Registry Guide.

For information about earlier versions of the www.dell.com/idracmanuals
iDRAC documents.

To identify the version of iDRAC available on your
system, on the iDRAC web interface, click ? >
About.

For information about installing the operating www.dell.com/operatingsystemmanuals
system, see the operating system documentation.

For information about updating drivers and www.dell.com/support/drivers
firmware, see the Methods to download firmware
and drivers section in this document.

Managing your system For information about systems management www.dell.com/poweredgemanuals
software offered by Dell, see the Dell
OpenManage Systems Management Overview

Guide.
For information about setting up, using, and www.dell.com/openmanagemanuals >
troubleshooting OpenManage, see the Dell OpenManage Server Administrator

OpenManage Server Administrator User’'s Guide.

For information about installing, using, and www.dell.com/openmanagemanuals >
troubleshooting Dell OpenManage Essentials, see | OpenManage Essentials
the Dell OpenManage Essentials User’s Guide.

For information about installing and using Dell www.dell.com/serviceabilitytools
SupportAssist, see the Dell EMC SupportAssist
Enterprise User’s Guide.
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Task Document Location

For information about partner programs enterprise | www.dell.com/openmanagemanuals
systems management, see the OpenManage
Connections Enterprise Systems Management
documents.

Working with the Dell For information about understanding the features | www.dell.com/storagecontrollermanuals
PowerEdge RAID controllers of the Dell PowerEdge RAID controllers (PERC),
Software RAID controllers, or BOSS card and
deploying the cards, see the Storage controller

documentation.
Understanding event and error | For information about the event and error www.dell.com/qrl
messages messages generated by the system firmware and

agents that monitor system components, see the
Error Code Lookup.

Troubleshooting your system For information about identifying and www.dell.com/poweredgemanuals
troubleshooting the PowerEdge server issues, see
the Server Troubleshooting Guide.

Safety instructions
©

A

NOTE: Whenever you need to lift the system, get others to assist you. To avoid injury, do not attempt to lift the system
by yourself.

WARNING: Opening or removing the system cover while the system is powered on may expose you to a risk of electric
shock.

Do not operate the system without the cover for a duration exceeding five minutes.

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Operating the system without the system cover can result in component damage.

NOTE: It is recommended that you always use an antistatic mat and antistatic strap while working on components inside
the system.

NOTE: To ensure proper operation and cooling, all bays in the system and system fans must be populated always with a
component or with a blank.

®
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Diagnostic indicators

Status LED indicators

The status LED indicators on the system front panel display error status during system startup.
@ NOTE: No status LED indicators are illuminated when the system is turned off. To start the system, plug it into a

working power source and press the power button.

@l NOTE: Status LED indicators are always off and only turn solid amber if any error occurs.

Table 2. Status LED indicators

Icon Description Condition Corrective action
E] Hard drive The indicator turns solid amber if Check the System Event Log to determine if the hard
indicator there is a hard drive error. drive has an error. Run the appropriate Online Diagnostics

test. Restart the system and run embedded diagnostics
(ePSA). If the hard drives are configured in a RAID array,
restart the system and enter the host adapter
configuration utility program.

Temperature The indicator turns solid amber if the  Ensure that none of the following conditions exist:
= indicator system experiences a thermal error
(for example, the ambient
temperature is out of range or fan

A cooling fan has been removed or has failed.

System cover, air shroud, EMI filler panel, memory
module blank, or back filler bracket is removed.

failure).
Ambient temperature is too high.
External airflow is obstructed.
If the problem persists, see the Getting help section.
Electrical indicator The indicator turns solid amber if the = Check the System Event Log or system messages for the

system experiences an electrical error  specific issue. If it is due to a problem with the PSU, check
(for example, voltage out of range, or the LED on the PSU. Reseat the PSU. If the problem

a failed power supply unit (PSU) or persists, see the Getting help section.

voltage regulator).

Memory indicator  The indicator turns solid amber if a Check the System Event Log or system messages for the
memory error occurs. location of the failed memory. Reseat the memory module.
If the problem persists, see the Getting help section.

PCle indicator The indicator turns solid amber if a Restart the system. Update any required drivers for the
PCle card experiences an error. PCle card. Reinstall the card. If the problem persists, see
the Getting help section.
@ NOTE: For more information about the
supported PCle cards, see the Expansion card
installation guidelines section.

System health and system ID indicator codes

Figure 1. System health and system ID indicators
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Table 3. System health and system ID indicator codes

System health and system ID indicator code Condition

Blue solid Indicates that the system is turned on, system is healthy and system
ID mode is not active. Press the system health and system ID button
to switch to system ID mode.

Blinking blue Indicates that the system ID mode is active. Press the system health
and system ID button to switch to system health mode.

Amber solid Indicates that the system is in fail-safe mode. If the problem persists,
see the Getting help section.

Blinking amber Indicates that the system is experiencing a fault. Check the System
Event Log or the LCD panel, if available on the bezel, for specific error
message. For information about the event and error messages
generated by the system firmware and agents that monitor system
components, see the Error Code Lookup page at grl.dell.com

IDRAC Quick Sync 2 indicator codes

®| NOTE: iDRAC Quick Sync 2 module (optional) is located on the left control panel of your system.

Figure 2. iDRAC Quick Sync 2 indicators

Table 4. iDRAC Quick Sync 2 indicators

Wireless indicator code Condition

Corrective action

Off (default state) Indicates that the iDRAC Quick Sync 2
feature is turned off. Press the iDRAC
Quick Sync 2 button to turn on the iDRAC
Quick Sync 2 feature.

White solid Indicates that iDRAC Quick Sync 2 is ready
to communicate. Press the iDRAC Quick
Sync 2 button to turn off.

Blinks white rapidly Indicates data transfer activity.
Blinks white slowly Indicates that firmware update is in
progress.

Blinks white five times rapidly and  Indicates that the iDRAC Quick Sync 2

then turns off feature is disabled.

Amber solid Indicates that the system is in fail-safe
mode.

Blinking amber Indicates that the iDRAC Quick Sync 2

hardware is not responding properly.

If the LED fails to turn on, reseat the left control
panel flex cable and check again. If the problem
persists, see the Getting help section.

If the LED fails to turn off, restart the system. If the
problem persists, see the Getting help section.

If the indicator continues to blink indefinitely, see the
Getting help section.

If the indicator continues to blink indefinitely, see the
Getting help section.

Check if IDRAC Quick Sync 2 feature is configured to
be disabled by iDRAC. If the problem persists, see the
Getting help section. For more information, see
Integrated Dell Remote Access Controller User's
Guide at www.dell.com/poweredgemanualsor Dell
OpenManage Server Administrator User’s Guide at
www.dell.com/openmanagemanuals

Restart the system. If the problem persists, see the
Getting help section.

Restart the system. If the problem persists, see the
Getting help section.

Diagnostic indicators 1"
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iDRAC Direct LED indicator codes

The iDRAC Direct LED indicator lights up to indicate that the port is connected and is being used as a part of the iDRAC subsystem.
iDRAC Direct LED indicator is located below the iDRAC Direct port on the front panel.

The following table describes iDRAC Direct activity when configuring iDRAC Direct by using your laptop or tablet and USB to micro USB

(type AB) cable:
Table 5. iDRAC Direct LED indicator codes

iDRAC Direct LED Condition

indicator pattern

Solid green for two seconds Indicates that the laptop or tablet is connected.

Flashing green (on for two  Indicates that the laptop or tablet connected is recognized.

seconds and off for two
seconds)

Turns off

NIC indicator codes

Indicates that the laptop or tablet is unplugged.

Each NIC on the back panel has indicators that provide information about the activity and link status. The activity LED indicator indicates if
data is flowing through NIC, and the link LED indicator indicates the speed of the connected network.

Figure 3. NIC indicators

1. Link LED indicator
2. Activity LED indicator

Table 6. NIC indicators

Status

1 2

Condition

Link and activity indicators are off

Link indicator is green and activity indicator is blinking
green

Link indicator is amber and activity indicator is blinking
green
Link indicator is green and activity indicator is off

Link indicator is amber and activity indicator is off

Link indicator is blinking green and activity is off

The NIC is not connected to the network.

The NIC is connected to a valid network at its maximum port speed and
data is being sent or received.

The NIC is connected to a valid network at less than its maximum port
speed and data is being sent or received.

The NIC is connected to a valid network at its maximum port speed and
data is not being sent or received.

The NIC is connected to a valid network at less than its maximum port
speed and data is not being sent or received.

NIC identify is enabled through the NIC configuration utility.

Power supply unit indicator codes

AC power supply units (PSUs) have an illuminated translucent handle that serves as an indicator and DC PSUs have an LED that serves as
an indicator. The indicator shows whether power is present or a power fault has occurred.
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Figure 4. AC PSU status indicator

1. AC PSU status indicator or handle

Table 7. AC PSU status indicator

Power indicator codes

Condition

Green
Blinking amber
Not illuminated

Blinking green

Blinking green and turns off

A valid power source is connected to the PSU and the PSU is operational.
Indicates a problem with the PSU.
Power is not connected.

When the firmware of the PSU is being updated, the PSU handle blinks green.
Do not disconnect the power cord or unplug the PSU when updating firmware. If
firmware update is interrupted, the PSUs do not function.

When hot-plugging a PSU, the PSU handle blinks green five times at a rate of 4 Hz and turns off. This
indicates a PSU mismatch with respect to efficiency, feature set, health status, or supported voltage.

If two PSUs are installed, both the PSUs must have the same type of label. For
example, Extended Power Performance (EPP) label. Mixing PSUs from previous generations
of PowerEdge servers is not supported, even if the PSUs have the same power rating. This
results in a PSU mismatch condition or failure to turn the system on.

When correcting a PSU mismatch, replace only the PSU with the blinking
indicator. Swapping the PSU to make a matched pair can result in an error condition and
unexpected system shutdown. To change from a high output configuration to a low output
configuration or vice versa, you must turn off the system.

AC PSUs support both 240 V and 120 V input voltages with the exception of
Titanium PSUs, which support only 240 V. When two identical PSUs receive different input
voltages, they can output different wattages, and trigger a mismatch.

If two PSUs are used, they must be of the same type and have the same
maximum output power.

Combining AC and DC PSUs is not supported and triggers a mismatch.

Diagnostic indicators 13



Figure 5. DC PSU status indicator
1. DC PSU status indicator

Table 8. DC PSU status indicator codes

Power indicator codes Condition

Green A valid power source is connected to the PSU and the PSU is operational.

Blinking amber Indicates a problem with the PSU.

Not illuminated Power is not connected.

Blinking green When hot-plugging a PSU, the PSU indicator blinks green. This indicates that there is a PSU mismatch

with respect to efficiency, feature set, health status, or supported voltage.

When correcting a PSU mismatch, replace only the PSU with the blinking
indicator. Swapping the PSU to make a matched pair can result in an error condition and
unexpected system shutdown. To change from a High Output configuration to a Low
Output configuration or vice versa, you must turn off the system.

If two PSUs are used, they must be of the same type and have the same
maximum output power.

Combining AC and DC PSUs is not supported and triggers a mismatch.

Non-redundant power supply unit indicator codes

Press the self-diagnostic button to perform a quick health check on the non-redundant power supply unit (PSU) of the system.
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Figure 6. Non-redundant AC PSU status indicator and self-diagnostic button

1. Self-diagnostic button
2. AC PSU status indicator

Table 9. Non-redundant AC PSU status indicator

Power Indicator Pattern Condition

Not lit Power is not connected or PSU is faulty.

Green A valid power source is connected to the PSU and the PSU is operational.

Hard drive indicator codes

Each hard drive carrier has an activity LED indicator and a status LED indicator. The indicators provide information about the current
status of the hard drive. The activity LED indicator indicates whether the hard drive is currently in use or not. The status LED indicator

indicates the power condition of the hard drive.

Figure 7. Hard drive indicators

1. Hard drive activity indicator

2. Hard drive status LED indicator

3. Hard drive

@ NOTE: If the hard drive is in the Advanced Host Controller Interface (AHCI) mode, the status LED indicator does not

turn on.
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Table 10. Hard drive indicator codes

Drive-status indicator pattern Condition
Flashes green twice per second |dentifying drive or preparing for removal.
Off Drive ready for insertion or removal.

@ NOTE: The drive status indicator remains off until all hard
drives are initialized after the system is turned on. Drives are
not ready for removal during this time.

Flashes green, amber, and then turns off Predicted drive failure.
Flashes amber four times per second Drive failed.

Flashes green slowly Drive rebuilding.
Steady green Drive online.

Flashes green for three seconds, amber for three seconds, and Rebuild stopped.
then turns off after six seconds

uSATA SSD indicator codes

~.Q

Figure 8. uSATA SSD indicators

1. USATA SSD activity indicator
2. USATA SSD status indicator
3. USATA SSD

@ NOTE: If the SSD is in the Advanced Host Controller Interface (AHCI) mode, the status indicator (on the right side)
does not function and remains off.

Table 11. Drive status indicator codes

Drive-status indicator pattern Condition
Flashes green twice per second |dentifying drive or preparing for removal.
Off Drive ready for insertion or removal.

@ NOTE: The drive status indicator remains off until all hard
drives are initialized after the system is turned on. Drives are
not ready for insertion or removal during this time.

Flashes green, amber, and turns off Predicted drive failure.
Flashes amber four times per second Drive failed.
Steady green Drive online.

Flashes green for three seconds, amber for three seconds, and Rebuild stopped.
turns off after six seconds
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Internal dual SD module indicator codes

The Internal Dual SD module (IDSDM) provides you with a redundant SD card solution. You can configure the IDSDM for storage or as the
OS boot partition. The IDSDM card offers the following features:

Dual card operation — maintains a mirrored configuration by using SD cards in both the slots and provides redundancy.
@ NOTE: When the Redundancy option is set to Mirror Mode in the Integrated Devices screen of System Setup, the

information is replicated from one SD card to another.
Single card operation — single card operation is supported, but without redundancy.

The following table describes the IDSDM indicator codes:

Table 12. IDSDM indicator codes

Convention IDSDM indicator code Description

A Green Indicates that the card is online.

B Flashing green Indicates rebuild or activity.

C Flashing amber Indicates card mismatch or that the card has failed.

D Amber Indicates that the card is offline, has failed, or is write-protected.
E Not lit Indicates that the card is missing or is booting.
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Running diagnostics

Running diagnostics help you to identify the cause for a system issue. The diagnostics test your system hardware without requiring
additional equipment or risking data loss.

Topics:

Receiving automated support with SupportAssist
PSA/ePSA Diagnostics
Debugging mini crash dump files using by WinDbg in Windows operating system

Receiving automated support with SupportAssist

Dell EMC SupportAssist is an optional Dell EMC Services offering that automates technical support for your Dell EMC server, storage, and
networking devices. By installing and setting up a SupportAssist application in your IT environment, you can receive the following benefits:

Automated issue detection — SupportAssist monitors your Dell EMC devices and automatically detects hardware issues, both
proactively and predictively.

Automated case creation — When an issue is detected, SupportAssist automatically opens a support case with Dell EMC Technical
Support.

Automated diagnostic collection — SupportAssist automatically collects system state information from your devices and uploads it
securely to Dell EMC. This information is used by Dell EMC Technical Support to troubleshoot the issue.

Proactive contact — A Dell EMC Technical Support agent contacts you about the support case and helps you resolve the issue.

The available benefits vary depending on the Dell EMC Service entitlement purchased for your device. For more information about
SupportAssist, go to www.dell.com/supportassist.

PSA/ePSA Diagnostics

Run the Embedded System Diagnostics (ePSA) if your system does not boot.

Running the PSA Diagnostics

Steps

1. While the system is booting, press <F11> to enter Boot Manager. Alternatively, press <F10> to enter Lifecycle Controller.
2. Use the up and down arrow keys to select System Utilities - Hardware Diagnostics.

@l NOTE: For systems that do not have Lifecycle Controller, press <F10> to launch the Utility Mode (diags) option.

3. Note down the error code.
The following table describes the PSA/ePSA diagnostics error messages.

PSA and ePSA Diagnostics error codes
O,

NOTE: For information about the event and error messages generated by the system firmware and agents that monitor
system components, see the Error Code Lookup page at qrl.dell.com
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Table 13. PSA/ePSA error codes

Error number (PSA and Error message Description Steps
ePSA)
PSA NA CPU - exception occurred An error occurred during the 1. Update to the latest BIOS

ePSA 2000-0111

PSA NA
ePSA 2000-0112

PSA NA
ePSA 2000-0114

PSA NA
ePSA 2000-0115

PSA NA
ePSA 2000-0121

PSA 1000-0122
ePSA 2000-0122

PSA 1000-0123
ePSA 2000-0123

PSA NA
ePSA 2000-0124

PSA NA
ePSA 2000-0125

CPU - machine check exception
detected

CPU - Cache integrity test
discrepancy

CPU - Stress Thermal condition.
Limit (d)C. Actual (d)C

Memory - memory errors were
detected and repaired

PSA Memory - test initialization
failure

ePSA Memory - memory errors
were detected and excessive
errors were detected

Memory - integrity test failed

System Log - <Timestamp>,
<Log message>

Event Log

tests that may involve the
system board.

An error occurred during the
tests that may involve the
system board.

An error occurred during the
tests that may involve the
system board.

An error occurred during the
tests that may involve the
system board.

An error occurred during the
tests that may involve the
system board or memory of the
system. However, the system
has self repaired.

An error occurred during the
tests that may involve the
system board or memory of the
system. However, the system
has self repaired.

An error occurred during the
tests that may involve the
system board or memory of the
system. However, the system
has self repaired.

This is information in the system
log to show time and messages
related to system events.

The IPMI system event log is full
for various reasons or logging

version.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. |If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
Version.

2. Repeat the PSA diagnostics.

3. Check temperatures in
system health and check
that no airflow obstructed.

4. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. Check temperatures in
system health and check
that no airflow obstructed.

4. If failure continues, contact
Dell Technical Support

1. Turn off the system and
reseat the memory modules.

2. Update to the latest BIOS
version.

3. Repeat the PSA diagnostics.

4. If failure continues, contact
Dell Technical Support

1. Turn off the system and
reseat the memory modules.

2. Update to the latest BIOS
version.

3. Repeat the PSA diagnostics.

4, |If failure continues, contact
Dell Technical Support

1. Turn off the system and

reseat the memory modules.
2. Repeat the PSA diagnostics.

1. Clear the system log.
2. Repeat the PSA diagnostics.

1. Clear the IPMI system event
log.
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Error number (PSA and Error message Description Steps

ePSA)
has stopped because too many 2, Repeat the PSA diagnostics.
ECC errors have occurred.

PSA NA Event Log The event log(s) must be 1. Clear the system event log.
cleared before testing can 9. Repeat the PSA diagnostics

ePSA 2000-0126 continue. - Rep 9 :

PSA NA Battery - the battery is not An error occurred during the 1. Turn off the system and

installed tests that may involve the main reseat the system battery.
system. version.
3. Repeat the PSA diagnostics.
4. |If failure continues, contact
Dell Technical Support.
PSA NA Battery - the battery is reaching An error occurred during the 1. Turn off the system and
the end of its usable life tests that may involve the main reseat the system battery.
ePSA 2000-0132 system board or battery of the 2. Update to the latest BIOS
system. version.
3. Repeat the PSA diagnostics.
4. If failure continues, contact
Dell Technical Support.

PSA NA Battery - the battery cannot An error occurred during the 1. Turn off the system and

supply sufficient power tests that may involve the main reseat battery.

ePSA 2000-0135 system board or battery of the 2. Update to the latest BIOS
system. version.

3. Repeat the PSA diagnostics.
4. |If failure continues, contact
Dell Technical Support.

PSA 2000-0141 Hard Drive - no drive detected ~ Your system BIOS is reporting 1. If you don't have a hard disk
that no Hard Disk Drive is being drive (HDD), this may be an
the hard driVe, |f a DeSktOp, requires no acnon
reseat both ends of the data 2. If you have an HDD
cable and reseat the power reconnect your HDD to the
cable to the drive. Repeat the system board.

PSA d|agnos"t|cs.l Ifa Knovvn 3. Update to the latest BIOS.
good hard drive is available, see : i

if the good drive can be 4. Repeat the PSA diagnostics.
detected in the system or try 5 If failure continues, contact
the suspect drive in a working Technical Support

system.

PSA 1000-0142 PSA Hard Drive - drive self test ~ Your hard disk drive has 1. Update to the latest BIOS.

6PSA 20000142 failed indicated a failure. 2. Turn off your oomputgr and

ePSA Hard Drive - self test reconnect your hard disk
unsuccessful drive (HDD) to the system
board for instructions.)
3. Repeat the PSA diagnostics.
PSA 1000-0143 Hard Drive - SMART read Your hard disk drive has
command unsuccessful indicated a failure.
ePSA 2000-0143
PSA 1000-0144 Hard Drive - no support for drive  Your hard disk drive has
self test indicated a failure.
ePSA 2000-0144
PSA 1000-0145 PSA Hard Drive - timeout The hard drive test did not 1. Check www.dell.com/

ePSA 2000-0145
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Error number (PSA and
ePSA)

Error message

Description

Steps

PSA 1000-0146
ePSA 2000-0146

PSA 1000-0147
ePSA 2000-0147

PSA 1000-0148

ePSA 2000-0148 replaced by
2000-0151, 2000-0152

PSA NA
ePSA 2000-0149

PSA NA

ePSA 2000-0150 replaced
2000-0141

ePSA Hard Drive - self test did
not complete

Hard Drive - self test log
contains previous errors

PSA Optical Drive - IDE status
failed.

ePSA Optical Drive - self test --
(s)

PSA Optical Drive - BIST --(s)

ePSA Optical Drive - incorrect
status

Optical Drive - no drive detected

Hard Drive - No drive detected.

Your hard drive has indicated a
failure.

Your CD or DVD drive has
indicated a failure.

Your CD or DVD drive has
indicated a failure.

Your CD or DVD drive has
indicated a failure.

Your system BIOS is reporting
that no Hard Disk Drive is being
reported. If a Portable, reseat
the hard drive, if a Desktop,
reseat both ends of the data
cable and reseat the power
cable to the drive. Repeat the
PSA diagnostics. If a
replacement working hard drive
is available, see if the working
hard drive is detected by the

update for your hard drive.
Update the firmware if one is
available.

2. Reseat the drive, reseat the
data cable and power
connection at both ends if it
is desktop.

3. Turn off your computer and
reconnect your hard disk
drive (HDD) to the system
board. For more information,
see your systems Owners
Manual at www.dell.com/
poweredgemanuals.

4. Update to the latest BIOS.

Repeat the PSA diagnostics.

6. If failure continues, contact
Dell Technical Support

o

1. Update to the latest BIOS
version.

2. Runa Chkdsk /r or format
your hard drive and reinstall
your operating system.

3. Repeat the PSA diagnostics.

4, If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
Version.

2. Turn off your computer and
reconnect your optical drive
to the system board.

3. Repeat the PSA diagnostics.

1. Update to the latest BIOS
version.

2. Turn off your computer and
reconnect your optical drive
to the system board.

3. Repeat the PSA diagnostics.

1. Update to the latest BIOS
Version.

2. Turn off your computer and
reconnect your optical drive
to the system board.

3. Repeat the PSA diagnostics.

1. If you don't have a hard disk
drive (HDD), this may be an
automatic message and
requires no action.

2. If you have an HDD,
reconnect your hard disk
drive (HDD) to the system
board.

3. Update to the latest BIOS
version.
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Error number (PSA and Error message Description Steps
ePSA)
system or try the suspect drive 4. Repeat the PSA diagnostics.
in & working system. 5. If failure continues, contact
Dell Technical Support
PSA NA Hard Drive - BIST --(s) The hard drive is showing an 1. If you have a replacement
incorrect status in the hard drive, install it.
ePSA 2000-0151 diagnostic. Check for a firmware 2. Update to the latest BIOS
update for your hard drive. version.
3. Repeat the PSA diagnostics.
4. |If failure continues, contact
Dell Technical Support
PSA NA Optical Drive - BIST --(s) The CD or DVD Drive is showing 1. Update to the latest BIOS.
an incorrect status in the :
2. Remove and reinstall your
ePSA 2000-0152 i i
diagnostic. optical drive.
3. Repeat the PSA diagnostics.
4. If failure continues, contact
Technical Support
PSA NA Hard Drive - Removable Hard Check the installation of the 1. If you have an HDD,
Drive [d] - Incorrect status = [x] removable drive, cables, and reconnect your hard disk
6PSA 2000-0153 (s] connections. drive (HDD) to the system
board.
2. Update to the latest BIOS
version.
3. Repeat the PSA diagnostics.
4. If failure continues, contact
Technical Support
PSA NA Tape Drive - Tape Drive [s] - Check installation of the tape 1. Update to the latest BIOS.
S/N [d], incorrect status = [d] drive, cables and connections. If 2 Remove and reinstall vour
ePSA 2000-0154 [d] the error persists, ensure that tape drive. Y
the drive firmware is current. 3. Repeat the PSA diagnostics.
4. If failure continues, contact
Technical Support
PSA NA Hard Drive - Not Installed This is an error displayed when 1 pdate to the latest BIOS
S A 2000-0155 HDD is not inserted in the version.
e -
notebooks. 2. Remove and reinstall your
Hard drive.
3. Repeat the PSA diagnostics.
4. |If failure continues, contact
Dell Technical Support
PSA 1000-0212 System board - CMOS, Location An error occurred during the 1. Update to the latest BIOS
S A 2000-0212 (N g with = (x), Expected = (x), Found =  tests that may involve the main version.
e - ot used wit
3. If failure continues, contact
Dell Technical Support.
PSA 1000-0213 System board - CMOS battery  An error occurred during the 1. Update to the latest BIOS

ePSA 2000-0213 (Not used with

UEFI BIOS)
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battery (This maintains all the
settings in the BIOS when there
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version.

Repeat the PSA diagnostics.
Remove and replace your
CMOS battery.

If failure continues, contact
Dell Technical Support



Error number (PSA and
ePSA)

Error message

Description

Steps

PSA 1000-0221

ePSA 2000-0221 (Not used with
UEFI BIOS)

PSA 1000-0222

ePSA 2000-0222 (Not used
with UEFI BIOS)

PSA 1000-0223

ePSA 2000-0223 (Not used
with UEFI BIOS)

PSA 1000-0224

ePSA 2000-0224 (Not used
with UEFI BIOS)

PSA 1000-0231

ePSA 2000-0231 (Not used with
UEFI BIOS)

PSA 2000-0232

ePSA 2000-0232 (Not used
with UEFI BIOS)

PSA System board - Interval
timer Channel O (mode 0) is not
generating interrupts

ePSA Timer - Interval timer not
functional

PSA System board - Interval
timer Channel O (mode 0) is not
generating interrupts

ePSA Timer - Interval timer not
functional

System board - Timer - Interval
timer initial clock output level
incorrect

System board - Interval timer
had wrong time period in mode

System board - Failure in Interval
timer in mode

System board - the RTC did not
generate periodic ticks

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact

1. Update to the latest BIOS
version.
Reseat the CMOS battery.
Repeat the PSA diagnostics

If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support
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Error number (PSA and
ePSA)

Error message

Description

Steps

PSA 2000-0233

ePSA 2000-0233 (Not used
with UEFI BIOS)

PSA 1000-0234

ePSA 2000-0234 (Not used
with UEFI BIOS)

PSA 1000-0235
ePSA NA

PSA 1000-0241

ePSA 2000-0241 (Not used with

UEFI BIOS)

PSA 1000-0242

ePSA 2000-0242 (Not used
with UEFI BIOS)

PSA NA
ePSA 2000-0243

24 Running diagnostics

PSA System board - RTC
'seconds' count is not updating

ePSA RTC - 'seconds' count is
not updating

PSA System board - timeout
waiting for RTC update flag to
set

ePSA System board - HPET
incorrect time period.

System board - PM timer 1 had
wrong time period.

BIOS - A20 gate not enabled

PSA System board - no interrupt
detected for IRQ.

ePSA- System board - Interrupt
controller - IRQ (d) - %s not
detected

System board - USB device, 10
board, Daughter Card

Technical Support to resolve the
problem.

An error occurred during the
tests that involve the Real Time
Clock (RTC) of the main system
board in the system. If a memory
error is detected, try memory
modules individually. If no
2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the main
system board of the system. If a
memory error is detected, try
memory modules individually. If
no 2000-0123 memory error & If
diagnostics fail again after the
BIOS is current, contact
Technical Support to resolve the
problem.

An error occurred during the
tests that may involve the USB
controller or ports of the main
system board of the system.
Disconnect any USB devices and

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest version.
2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics

3. |If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics

3. |If failure continues, contact
Dell Technical Support



Error number (PSA and
ePSA)

Error message

Description

Steps

PSA NA
ePSA 2000-0244

PSA NA
ePSA 2000-0245

PSA NA
ePSA 2000-0251

PSA NA
ePSA 2000-0261

PSA NA
ePSA 2000-0313

PSA NA
ePSA 2000-0314

PSA NA
ePSA 2000-0315

PSA 1000-0321
ePSA 2000-0321

System board - USB device

System board - USB device

Event Log - the log contains
failing records.

System board - Data errors.

Touchpad - pointing stick/
touchpad not detected

Thermal - the (s) reading (dc)
exceeds the thermal limit.

Sensor - the (s) reading (dc) is
lower than expected

PSA LCD EDID - unable to
access EDID EEPROM

ePSA Unable to detect LCD

run the diagnostic again. Test
USB devices in a different port.
Try a known good USB device.

An error occurred during the
tests that may involve the USB
controller or ports of the main
system board of the system.
Disconnect any USB devices and
run the diagnostic again. Test
USB devices in a different port.
Try a known good USB device.

An error occurred during the
tests that may involve the USB
controller or ports of the main
system board of the system.
Disconnect any USB devices and
run the diagnostic again. Test
USB devices in a different port.
Try a known good USB device.

This relates to BIOS events in
servers only.

Multiple memory DIMMs failed,
presumed to be caused by
motherboard issues.

The mouse, touchpad, or
trackstick is not being detected
by the diagnostic tools. Power
the system off, reseat any cable
connection and check the BIOS
to ensure that the touchpad or
mouse has not been disabled.

The system board, heat sink,
fan, or processor are failing the
diagnostic tools.

The system board or sensor is
failing the diagnostic tools.

LCD Extended Display
|dentification Data (EDID) -
unable to access the EDID
Electrically Erasable
Programmable Read-Only
Memory (EEPROM) in the LCD

1. Update to the latest BIOS
version
Repeat the PSA diagnostics

If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
Repeat the PSA diagnostics.

If failure continues, contact
Dell Technical Support

YN

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
Version.

2. If your mouse, touchpad, or
pointing stick is
disconnected, reconnect it.

3. For laptops, make sure that
your touchpad is active.

4. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Check the logs, the fan and
for any other signs of
overheating.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version
2. Check the system logs.

3. If failure continues, contact
Technical Support

1. Update to the latest BIOS
version.

2. Turn off your computer and
reconnect your LCD cable.

3. Repeat the PSA diagnostics..
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Error number (PSA and
ePSA)

Error message

Description

Steps

PSA 1000-0322
ePSA 2000-0322

PSA NA
ePSA 2000-0323

PSA NA
ePSA 2000-0324

PSA NA
ePSA 2000-0325

PSA 1000-0326
ePSA 2000-0326

PSA NA
ePSA 2000-0327

PSA NA
ePSA 2000-0328
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PSA LCD Panel - Error
accessing the LCD inverter

ePSA LCD panel - unable to
modify brightness

LCD panel - Unable to detect
inverter lamp status.

LLCD panel - user reported LCD

BIST colors were not displayed

LLCD panel - user provided no
input for LCD BIST

LCD panel - unable to turn lamp
on or off

LCD panel - unable to use BIOS
interface

LCD panel - unable to detect
variance in ambient light sensor

display is indicating a data failure.
If there is video on the LCD,
then the Display does not need
replacement.

LCD panel - unable to modify
brightness. Try to adjust the
brightness in Windows using the
hotkeys. Boot to the BIOS and
see if brightness can be adjusted

4,

at that point outside of Windows 4

Check LCD connector and
cables.

You may get this error if you
answered No to the LCD

BIST test instead of Yes. If you
were able to clearly see red,
blue, green white and white
screen with text without
distortion, lines, or color
problems, re-run the diagnostic
and if the screens appear
normal, click Yes

You may get this error if you
answered No to the LCD

BIST test instead of Yes. If you
were able to clearly see red,
blue, green white and white
screen with text without
distortion, lines, or color
problems, re-run the diagnostic
and if the screens appear
normal, click Yes

The backlight lamp was not able
to be turned on or off during the
diagnostic testing

The Ligquid Crystal Display (LCD)
panel does not display the BIOS
screen correctly and the BIOS

screen is not visible on the LCD.

The Ambient light sensor that
automatically dims the LCD in
low light did not respond during
the diagnostics.

o

If failure continues, contact
Dell Technical Support

Update to the latest BIOS
version.

Turn off your computer and
reconnect your LCD cable.
Repeat the PSA diagnostics.

If failure continues, contact
Dell Technical Support

Update to the latest BIOS
version.

Repeat the PSA diagnostics.

If failure continues, contact
Dell Technical Support

Update to the latest BIOS
version.

Turn off your computer and
reconnect your LCD cable.

Repeat the LCD BIST
diagnostics.

If failure continues, contact
Dell Technical Support

Update to the latest BIOS
version.

Turn off your computer and
reconnect your LCD cable.
Repeat the PSA diagnostics.

If failure continues, contact
Technical Support

Update to the latest BIOS.

Turn off your computer and
reconnect your LCD cable.

Repeat the PSA diagnostics.

If failure continues, contact
Technical Support

Update to the latest BIOS.
Turn off your computer and
reconnect your LCD cable.
Repeat the PSA diagnostics.

If failure continues, contact
Dell Technical Support

Update to the latest BIOS
version.

Turn off your computer and
reconnect your LCD cable.

Repeat the PSA diagnostics.



Error number (PSA and Error message Description Steps
ePSA)
4. |If failure continues, contact
Dell Technical Support
PSA NA Video controller - no video The system is not detecting the 1. Update to the latest BIOS
controller detected graphics adapter. If you are version.
ePSA 2000-0331 using a desktop system and if a Desktop: Turn off your
PCle expansion card is installed, computer and if equipped
reseat the card and reconnect with PCle expansion card
any internal power connections reseat the card.
tq the card. Then reconnect the 3. Reconnect your LCD cable.
video cable and repeat the PSA 4 R he PSA di )
diagnostic. . Repeat the iagnostics..
5. If failure continues,, contact
Dell Technical Support
PSA NA Video memory - Video memory  PSA diagnostics detected a 1. Update to the latest BIOS
integrity test discrepancy video memory failure. Please version.
ePSA 2000-0332 reset the system memory and 2. Reseat the system memory
updgti the BIOS to most current 3. Turn off your computer and
version. reconnect your LCD cable.
4. Repeat the PSA diagnostics.
5. If failure continues,, contact
Dell Technical Support
PSA 1000-0333 PSA Video - Graphics test timed PSA diaglnostiC(SY did &())t recorfhi 1. Error occurs when a
out waiting for keyboard the user input (Y or N) after the graphics test times out while
ePSA 2000-0353 response video test. Ensure that you waiting for you to enter a
PSA Vid U ded accurately answer queries that response.
€ Ideo - User provided N0 gre prompted during the 5 Und
: - . ate to the latest BIOS
input for graphics test diagnostic. V(Ersion
3. Turn off your computer and
reconnect your LCD cable.
4. Repeat the PSA diagnostics.
5. If failure continues, contact
Dell Technical Support
PSA 1000-0334 Video - user reported the You may get this error if you 1. You may get this error if you
patterns were not displayed answered No to the color test answered No to the color
ePSA 2000-0554 correctly instead of Yes. If you were able test instead of Yes.
and horizontal color bars without version.
distortion, lines, or color Turn off your computer and
problems, re-run the diagnostic reconnect your LCD cable
and if the bar appears normal, 4. Repeat the PSA diagnostics
click Yes. : P 9 -
5. If failure continues, contact
Dell Technical Support
PSA NA Cables - not detected Normally, the cable involved in 1. Update to the latest BIOS.
the error (LCD LVDS CABLE for
ePSA 2000-0411 &) is nd dinth 2. Turn off your system.and
example) is indicated in the error reconnect the cable, jumper,
message. Reseat the cable or connection indicated in
connection and inspect the cable the error message.
and connections for damage. 3, Replace damaged cables or
devices.
4. Repeat the PSA diagnostics.
5. If failure continues, contact

Dell Technical Support
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Error number (PSA and Error message Description Steps
ePSA)
PSA NA Cables - auxiliary cable not Normally, the cable involved in 1. Update to the latest BIOS
detected the error (LCD LVDS CABLE for version.
ePSA 2000-0412 example) is indicated in the error o 1,1 off your system and
message. Reseat the cable reconnect the cable, jumper,
connection and inspect the cable or connection indicated in
and connections for damage. the error message.
3. Replace damaged cables or
devices.
4. Repeat the PSA diagnostics.
5. |If failure continues, contact
Dell Technical Support
PSA NA Cables - LCD cable not detected Normally, the cable involvedin 1 Update to the latest BIOS
the error (LCD LVDS CABLE for version.
ePSA 2000-0413 example) is indicated in the error o 1,1 off your system and
message. Reseat the cable reconnect the cable, jumper,
connection and inspect the cable or connection indicated in
and connections for damage. the error message.
3. Replace damaged cables or
devices.
4. Repeat the PSA diagnostics.
5. |If failure continues, contact
Dell Technical Support
PSA NA Cables - Invertor cable not Normally, the cable involved in 1. Update to the latest BIOS
detected the error (LCD LVDS CABLE for version.
ePSA 2000-0414 example) is indicated in the error o 1,1 off your system and
message. Reseat the cable reconnect the cable, jumper,
connection and inspect the cable or connection indicated in
and connections for damage. the error message.
3. Replace damaged cables or
devices.
4. Repeat the PSA diagnostics.
5. |If failure continues, contact
Dell Technical Support
PSA NA Cables - Check the following Normally, the cable involved in 1. Update to the latest BIOS
cables, jumper, connection, or the error (LCD LVDS CABLE for version
ePSA 2000-0415 sensors: [s] example) is indicated in the error '

: 2. Turn off your system and
message. Reseat the cable reconnect the cable, jumper,
connection and inspect the cable or connection indicated in
and connections for damage. the error message.

3. Replace damaged cables or
devices.
4. Repeat the PSA diagnostics.
5. |If failure continues, contact
Dell Technical Support
PSA NA Fan - the (s) fan failed to The cooling fan is not 1. Update to the latest BIOS
respond correctly responding to the diagnostics version
ePSA 2000-05M ingi '
t(;)ol. Plegse c:eck nothing is 2. Check your system for any
obstructing the fan. obstructions to the air vents
or cooling fan.
3. Repeat the PSA diagnostics.
4. If failure continues, contact
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Error number (PSA and
ePSA)

Error message

Description

Steps

PSA NA
ePSA 2000-0512

PSA NA
ePSA 2000-0620

PSA NA

ePSA 2000-0621

PSA NA
ePSA 2000-8001

PSA NA
ePSA 2000-8002

PSA NA
ePSA 2000-8003

PSA NA
ePSA 2000-8004

PSA NA
ePSA 2000-8005

PSA NA
ePSA 2000-8006

Fan - the (s) fan is running
faster than expected.

Network - Network [d] -
{Vendor supplied error}

Network - Network [d] - Driver
version [x] outdated. Version [x]
or newer required for "[s]"

BIOS - No BIOS support for
software interrupt [x]
function[x] [x]

BIOS - No BIOS support for SMI
interface function(x) or Sensor
[x] exceeded thermal zone [d].
Peak zone was [d].

BIOS - Fan - Unable to set

Manufacturing Mode

BIOS - Fan - Unable to
determine fan speeds

LCD - LCD BIST not supported

BIOS - Fan - Unable to set fans
to ([d], [d], or [d]) speed or No
chipset event timer.

This could be an issue with the
system board, temperature
sensor, or cooling fan. Please
check everything is firmly
seated.

The Network (Ethernet) device
may be faulty. Depending on the
system, this may be on the
motherboard, an adapter, or a
daughter card. Errors include
Register test failedor
Packet loopback test
failed.

The Network (Ethernet) device
Firmware may be out of date.

The motherboard BIOS revision
may not be current. Update the
BIOS to the most current
version and the issue should
resolve.

The motherboard BIOS revision
may not be current. Update the
BIOS to the most current
version and the issue should
resolve.

The motherboard BIOS revision
may not be current. Update the
BIOS to the most current
version and the issue should
resolve.

The motherboard BIOS revision
may not be current. Update the
BIOS to the most current
version and the issue should
resolve.

The LCD BIST may not exist on
all systems.

The motherboard BIOS revision
may not be current. Update the
BIOS to the most current

1. Update to the latest BIOS
version.

2. Check for any loose
connections, any obstructed
air vents, and for any other
signs of overheating.

3. Repeat the PSA diagnostics.

4. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS/
Firmware versions.

2. Check for any loose
connections or any bent pins
in the connectors.

3. Repeat the PSA diagnostics.

4. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS/
Firmware versions.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.

2. Repeat the PSA diagnostics.
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Error number (PSA and Error message Description Steps
ePSA)
version and the issue should 3. If failure continues, contact
resolve. Dell Technical Support
PSA NA BIOS - Log contains Fan events  This message is informational 1. Clear Log.
or Timer expected [d] observed only - it provides a record of fan ; .
ePSA 2000-8007 ) P [d] e P 2. Repeat the PSA diagnostics.
' 3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - A. Out of memory!  The system may be unstable and 1, Update to the latest BIOS
fMalloc() Failed! should be rebooted. version
ePSA 2000-8008 ' , )
B. Unable to allocate memory for 2. Repeat the PSA diagnostics.
object data. Unable to [s] 3. If failure continues, contact
testable memory Dell Technical Support
C. Unable to start application
processors
D. Unable to stop all APs
PSA NA Diagnostics - Software Error The System may be unstable 1. Update to the latest BIOS
and should be rebooted. version
ePSA 2000-8009 ' , )
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA BIOS - Retrieve vendor ID The system may be unstable. 1. Update to the latest BIOS
function error version
ePSA 2000-800B ' . )
2. Repeat the PSA diagnostics.
3. |If failure continues, contact
Dell Technical Support
PSA NA BIOS - Get/Set inverter mode The motherboard BIOS revision 1, Update to the latest BIOS
function error. Vendor: [s] may not be current. Update the version.
ePSA 2000-800C Revision: [d] BIOS to the most current 2. Repeat the PSA diagnostics.
\r/eesrzisg and the issue should 3. If failure continues, contact
' Dell Technical Support
PSA NA BIOS - Set lamp off function The motherboard BIOS revision 1. pdate to the latest BIOS
PSA 20008000 error. Vendor: [s] Revision: [d] may not be current. Update the version.
e -
BIOS to thg r;\wo;t currint i 2. Repeat the PSA diagnostics.
:sgz:sg and the issue shou 3. If failure continues, contact
' Dell Technical Support
PSA NA BIOS - Set lamp on function The motherboard BIOS revision 1, Update to the latest BIOS
error. Vendor: [s] Revision: [d] may not be current. version
ePSA 2000-800E '
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA BIOS - Restore function error. The motherboard BIOS revision 1. Update to the latest BIOS
Vendor: [s] Revision: [d]. may not be current. version
ePSA 2000-800F ' . )
2. Repeat the PSA diagnostics.
3. |If failure continues, contact
Dell Technical Support
PSA NA System Board High-Precision event timer not 1. Update to the latest BIOS
found. i
ePSA 2000-8010 version. , ,
2. Repeat the PSA diagnostics.
3. If failure continues, contact
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Error number (PSA and Error message Description Steps
ePSA)
PSA NA USB Device Diagnostics - Invalid = The attached USB device is 1. Reseat the USB Device.
status returned from the device returning an invalid status to the : :
oPSA 2000-8011 B0S 9 2. Repeat the PSA diagnostics.
' 3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - Invalid parameter  An unexpected parameter was 1. Update to the latest BIOS
PSA 2000-8012 passed to the device. Unknown  passed to a device under test. version.
e -
test [d] selected 2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - LCD [s] doesn't Update the BIOS to the most 1. Update to the latest BIOS
support test commands current version and the issue version
ePSA 2000-8015 should resolve ' - ;
' 2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - ADDF module ([s]) The diagnostics program has run 1. Update to the latest BIOS.
device ([s]) failed with error an external module, which has 9. Repeat the PSA diagnostics
ePSA 2000-8014 code [x], number [x]. No EPSA  reported an unusual error. 3' r fp'| i 9 tact '
beep code mapped! . ailure continues, contac
Dell Technical Support
PSA NA Diagnostics - Battery - unable to  The motherboard BIOS revision 1. Reseat the Battery
retrieve battery health may not be current.
ePSA 2000-8016 2. Updgte to the latest BIOS
version.
3. Repeat the PSA diagnostics.
4. If failure continues, contact
Dell Technical Support
PSA NA BIOS - Battery - BIOS has no This optional feature may not be 4. Update to the latest BIOS
support for battery health supported. ;
ePSA 2000-8017 pp pp version.
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - Fatal: The module  The system may be unstable. 1. Update to the latest BIOS
reported multiple test results!! i
ePSA 2000-8018 P P version.
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - Unable to log to The system may be unstable. 1. Update to the latest BIOS
NVRAM version.
ePSA 2000-8019
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - Low memory. [d]k  The system may be unstable. 1. Update to the latest BIOS
bytes free! ;
ePSA 2000-8020 version. , _
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Diagnostics - Unable to stop all ~ The system may be unstable. 1. Update to the latest BIOS
APs i
ePSA 2000-8115 version. , ,
2. Repeat the PSA diagnostics.
3. If failure continues, contact

Dell Technical Support
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Error number (PSA and
ePSA)

Error message

Description

Steps

PSA NA
ePSA 2000-8154

PSA NA
ePSA 2000-8155

PSA NA
ePSA 2000-8156

PSA NA
ePSA 2000-8157

PSA NA
ePSA 2000-8158

PSA NA
ePSA 2000-8160

PSA NA
ePSA 2000-8165

PSA NA
ePSA 2000-8166

PSA NA
ePSA 2000-8170

PSA NA
ePSA 2000-8415
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Tape Drive - Tape Drive [d] -
S/N [s], ULTRIUM [d] media
found but drive. Requires
ULTRIUM [s] for [s]

Tape Drive - Tape Drive [d] -
S/N [s], data read does not
match data written

Tape Drive - Tape Drive [d] -
S/N [s], no media cannot test
drive

Tape Drive - Tape Drive [d] -
S/N [s], drive is not a supported
drive

Backplane - [DRIVE] Drive [d] -
incorrect status = [x], [s]

PERC - PERC Battery [d] -
incorrect status = [x], [s]

OS - MBR code is unknown,
possibly infected by a virus

OS - Detected virus (s)

PCle - Training error on device
PciTag [s] VendorID [x] DevicelD
[x] SVid [x] SDid [x] Link
Degraded, maxLinkWidth = x[d],
negotiatedLinkWidth = x[d]

Cables - BIOS reports no
testable cable/jumper/
connector/sensor

Install the correct tape drive
media.

Try different tape drive media.

Insert writable tape drive media.

Tape drive model is unknown
and not supported by
diagnostics.

The string indicates the
backplane, expander, or
removable hard drive is reporting
an incorrect status.

The [s] string may be one of the
following messages:

Battery missing or
disconnected

Replace battery pack
Remaining capacity low

The Master Boot Record on the
Hard Disk Drive has
unrecognized code present
which is an indication of a virus
infecting the system. It is
recommended that you scan
your system with an up-to-date
antivirus application.

A virus appears to be infecting
the system. It is recommended
that you scan your system with
an up-to-date antivirus
application.

The system is reporting an error
on a PCle adapter.

An internal failure of the
diagnostic tool, not a hardware
failure.

1. Use correct tape drive
media.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Use different tape drive
media.

2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Insert writable media.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Reseat the Drive.

2. Test with a known good
drive if possible.

3. Repeat the PSA diagnostics.

4. If failure continues, contact
Dell Technical Support

1. Reseat the drives/cables/
connections.

Repeat the PSA diagnostics.

3. [f failure continues, contact
Dell Technical Support

N

1. Reseat parts.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update and run your anti-
virus software.

2. Update or reinstall your OS.

1. Update and run your anti-
virus software.

1. Reseat the PCle adapter.
2. Repeat the PSA diagnostics.

3. If failure continues, contact
Dell Technical Support

1. Update to the latest BIOS
version.



Error number (PSA and Error message Description Steps
ePSA)
2. Repeat the PSA diagnostics.
3. If failure continues, contact
Dell Technical Support
PSA NA Audio - User reported not If the beep was not heard, verify 1, Unplug all external Audio

hearing speaker tones
ePSA 2000-8611

that the internal speakers are Jacks.
connecteq properly. On some Reseat the internal speaker
systems, internal speakers are a connector

purchased option. For a given
system, if the speaker is
optional, it might not exist on
that system. If audio is not
heard, make sure to unplug
anything plugged into an
external headphone jack and re-
run the test. External HP jacks
can mute the internal speakers
at the hardware level.

o

Repeat the PSA diagnostics.
If failure continues, contact
Dell Technical Support

e

Debugging mini crash dump files using by WinDbg
in Windows operating system

Prerequisites

1. Click Start > Control Panel > System.

Calculator

% Snipping Tool

\Eir Getting Started 3

!' Connect to a Projector
Sticky Motes 4

D

Pictures

Music

Remote Desktop Connection

Adobe InDesign Cie ’
Ni;;’j Paint

1‘ KPS Viewer

Run...

p]

Figure 9. Opening the Systems page
2.

Documents

Control Panel

Devices and Printers

Default Programs

Help and Support

5| Display
@ Ease of Access Center
Flash Player (32-bit)
2 Folder Options
|4 Fonts
1 Getting Started
IDT Audio Control Panel
8 Indexing Options
Internet Options
Java (32-bit)
Keyboard
i Location and Other Sensors
Mail (32-bit)
Mouse
Metwork and Sharing Center
1l Notification Area lcons
Performance Infermation and Tools
Personalization
=| Phone and Modem
3 Power Options
{54 Programs and Features
& Region and Language
@ Remotefpp and Desktop Connections
Sound

Speech Recognition

Troubleshooting
82, User Accounts
ﬂ Windows Firewall

@ Windows Mobility Center

In the System page, click Advanced system settings in the left pane.
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3.

4,

34

Control Panel Home

@ Device Manager
@ Remcte settings
@ System protection

See also

Action Center

Tools

|| Search Control Panel

Performance Information and

m

Figure 10. Advanced system settings page
In the System Properties window, click Settings under the Startup and Recovery section.

[ Il
ot e

| Computer Mame | Ha.rdware| Advanced |5}rstam Protection | H.El'l'l-ﬁt&|

ou must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memony usage, and virtual memary

User Profiles
Desktop settings related to your logon

Startup and Recoveny
System startup, system failure, and debugging information

| Environment Variables. .. |

|
[

K [ Cancsl || ooty |

Figure 11. System Properties window
In the Startup and Recovery window, System failure section, do the following:

a. Select Write an event to the system log to ensure that the minidump file is created in the event of a system failure.
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b. Select Automatically restart to restart the system after a blue screen of death (BSOD) occurs.
@ NOTE: For servers, it is recommended that you select the Automatically restart option so that the server can
function if the error is not critical.

c. Verify that the Overwrite any existing file option is not selected. This ensures that a record of failures is maintained if there are
repeated occurrences of system failures.

Startup and Recovery @

System startup

Default operating system:

[ -

Time to display list of operating systems: 30 5| seconds

[] Time to display recovery options when needed: | 30 5| seconds
| System failure

Write an event to the system log
Automatically restart

Write debugging information

[Kernel memory dump -

Dump file:
BSystemR oot MEMORY .DMP

[ overwrite any existing file

Ok ] [ Cancel

b — — 4
Figure 12. Startup and Recovery window
5. When a BSOD occurs, collect the minidump files by navigating to C: \windows\minidump.

6. Download and install the Windows Debugger (WinDbg) tool from https://msdn.microsoft.com/en-us/windows/hardware/
hh852365.aspx.

Steps
1. Open WinDbg.
2. Click File -» Symbol File Path or press Ctrl + S on the keyboard.

3. Inthe Symbol Path field, enter SRV*<local path>*http://msdl.microsoft.com/download/symbols where, <local
path> is the path where you want to download the symbol files.

Click OK.

Click File -» Open Crash Dump or press Ctrl + D.
Navigate to the folder where the mini dump file is saved.
Select the mini dump file and click OK.

© N O oA

Click No when the system prompts to save information for workspace.
Debugging starts.

9. Click 'analyze -v to get detailed debugging information.

10. Note down the values for the following parameters:

a) DEFAULT_BUCKET_ID
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b) MODULE_NAME
c) IMAGE_NAME

1. Call Dell Technical Support for further assistance.
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Troubleshooting hardware issues

This section helps you troubleshoot hardware issues in your system.
@l NOTE: If the issue still persists, contact Dell Technical Support for assistance.

Topics:

Troubleshooting system startup failure
Troubleshooting external connections
Troubleshooting the video subsystem
Troubleshooting a USB device
Troubleshooting a serial Input Output device
Troubleshooting a NIC
Troubleshooting a wet system
Troubleshooting a damaged system
Troubleshooting the system battery
Troubleshooting cooling problems
Troubleshooting cooling fans
Troubleshooting an internal USB key
Troubleshooting a micro SD card
Troubleshooting expansion cards
Troubleshooting processors
Troubleshooting a storage controller
Troubleshooting hard drives
Troubleshooting an optical drive
Troubleshooting a tape backup unit
Troubleshooting system memory
Troubleshooting no power issues
Troubleshooting power supply units
Troubleshooting RAID
Troubleshooting thermal issue
Input/Output errors while reseating SAS IOM storage sled on hardware configurations

Troubleshooting system startup failure

If you boot the system to the BIOS boot mode after installing an operating system from the UEFI Boot Manager, the system stops

responding. To avoid this issue, you must boot to the same boot mode in which you installed

For all other startup issues, note the system messages that appear on the screen.

No bootable device found

Troubleshooting a no bootable device found issue.
Resolution: To resolve the issue, follow these steps:

Switch off the system.

Disconnect all power cables to the server's power supply units.
Remove the system cover.

Reseat all the cables of hard drive backplane at both ends.
Reseat all the drives.

Replace the system cover.

Connect the power cables to the server’s power supply units.
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the operating system.
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8. Power on the system

9. To enter UEFI, Press F2.

10. Verify that all installed drives are detected in controller BIOS, if not detected refer to the Troubleshooting Hard drive issues section.
1. Ensure that in BIOS the RAID setting is set to RAID mode for SATA drives.

12. Save the setting, and reboot the server.

13. If the issue persists, contact Dell Technical Support for assistance.

Troubleshooting external connections

Before troubleshooting any external devices, ensure that all external cables are securely attached to the external connectors on your
system.

Compare the technical specification of the system with the external device to check the compatibility.
Check the external device functionality with some other similar system so that we are sure that the device is working fine.
Check any other similar external device with this system so that we are sure that the system port is working fine.

For any further queries contact, Global Technical Support.

Troubleshooting the video subsystem

Prerequisites

@ NOTE: Ensure that the Local Server Video Enabled option is selected in the iDRAC Graphical User Interface (GUI), under
Virtual Console. If this option is not selected, local video is disabled.

®| NOTE: The VGA ports are not hot-pluggable.

Steps

1. Check the cable connections (power and display) to the monitor.
2. Check the video interface cabling from the system to the monitor.

Results

If the tests run successfully, the problem is not related to video hardware.

Next steps
If the tests fail, see the Getting help section.

Troubleshooting a USB device

Prerequisites

®| NOTE: Follow steps 1 to 5 to troubleshoot a USB keyboard or mouse. For other USB devices, go to step 6.

Steps

1. Disconnect the keyboard and/or mouse cables from the system and reconnect them.

2. If the problem persists, connect the keyboard and/or mouse to another USB port on the system.

3. If the problem is resolved, restart the system, enter System Setup, and check if the non-functioning USB ports are enabled.
4. IniDRAC Settings Utility, ensure that USB Management Port Mode is configured as Automatic or Standard OS Use.
B. If the problem is not resolved, replace the keyboard and/or mouse with a known working keyboard or mouse.

If the problem is not resolved, proceed to step 6 to troubleshoot other USB devices attached to the system.

If the problem is not resolved, proceed to troubleshoot other USB devices attached to the system.
6. Turn off all attached USB devices, and disconnect them from the system.
7. Restart the system.
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8. If your keyboard is functioning, enter System Setup, verify that all USB ports are enabled on the Integrated Devices screen. If your
keyboard is not functioning, use remote access to enable or disable the USB options.

9. If the system is not accessible, reset the NVRAM_CLR jumper inside your system and restore the BIOS to the default settings. See
the System board jumper setting section

10. In the IDRAC Settings Utility, ensure that USB Management Port Mode is configured as Automatic or Standard OS Use.
11. Reconnect and turn on each USB device one at a time.
12. If a USB device causes the same problem, turn off the device, replace the USB cable with a known good cable, and turn on the device.

Next steps

If all troubleshooting fails, see the Getting help section.

Troubleshooting iDRAC Direct - USB XML configuration

For information about USB storage device and system configuration, see Integrated Dell Remote Access Controller User's Guide at
www.dell.com/poweredgemanuals

Steps
-

1. Ensure that your USB storage device is connected to the front USB Management Port, identified by icon.
2. Ensure that your USB storage device is configured with an NTFS or an FAT32 file system with only one partition.

3. Verify that the USB storage device is configured correctly. For more information about configuring the USB storage device, see
Integrated Dell Remote Access Controller User's Guide at www.dell.com/poweredgemanuals

4. Inthe iDRAC Settings Utility, ensure that USB Management Port Mode is configured as Automatic or iDRAC Direct Only.

5. Ensure that the iDRAC Managed: USB XML Configuration option is either Enabled or Enabled only when the server has
default credential settings.

6. Remove and reinsert the USB storage device.
7. If import operation does not work, try with a different USB storage device.

Next steps

If all troubleshooting fails, see the Getting help section.

Troubleshooting iDRAC Direct - Laptop connection

For information about USB laptop connection and system configuration, see the Integrated Dell Remote Access Controller User's Guide at
www.dell.com/poweredgemanuals.

Steps

1. Ensure that your laptop is connected to the front USB Management Port, identified by < icon with a USB Type A/A cable.

2. On the iDRAC Settings Utility screen, ensure that USB Management Port Mode is configured as Automatic or iDRAC Direct
Only.

3. If the laptop is running Windows operating system, ensure that the iDRAC Virtual USB NIC device driver is installed.

4. If the driver is installed, ensure that you are not connected to any network through WiFi or cabled ethernet, as iDRAC Direct uses a
non-routable address.

Next steps

If all troubleshooting fails, see the Getting help section.

Troubleshooting a serial Input Output device

Prerequisites

®| NOTE: The Serial port is not hot-pluggable.
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Steps

Turn off the system and any peripheral devices that are connected to the serial port.

Swap the serial interface cable with a known working cable, and turn on the system and the serial device.
If the problem is resolved, replace the interface cable with a known working cable.

Turn off the system and the serial device, and swap the serial device with a compatible device.

Turn on the system and the serial device.

Next steps

If the problem persists, see the Getting help section.

Troubleshooting a NIC

Prerequisites

®| NOTE: Network Daughter Card (NDC) slot is not hot-pluggable.

Steps

1.
2,
3.

8.

Run the appropriate diagnostic test. For more information, see the Using system diagnostics section for the available diagnostic tests.
Restart the system and check for any system messages pertaining to the NIC controller.
Check the appropriate indicator on the NIC connector:

If the link indicator does not glow, the cable connected might be disengaged.
If the activity indicator does not glow, the network driver files might be damaged or missing.

Install or replace the drivers as necessary. For more information, see the NIC documentation.
Try another known good network cable.
If the problem persists, use another connector on the switch or hub.

Ensure that the appropriate drivers are installed and the protocols are bound. For more information, see the NIC documentation.
Enter System Setup and confirm that the NIC ports are enabled on the Integrated Devices screen.

Ensure that all the NICs, hubs, and switches on the network are set to the same data transmission speed and duplex. For more
information, see the documentation for each network device.

Ensure that all the NICs and switches on the network are set to the same data transmission speed and duplex. For more information,
see the documentation for each network device.

Ensure that all network cables are of the proper type and do not exceed the maximum length.

Next steps

If the problem persists, see the Getting help section.

NIC teaming on a PowerEdge Server

Network Interface Card (NIC) teaming is a method of logically connecting two or more network adapters to form one network adapter.
For information about how to configure NIC teaming on a PowerEdge Server and common issues, see www.dell.com/support/
article/us/en/04/sIn129960/ nic-teaming-on-a-poweredge-server-whitepapers-setup-articles-and-common-issues.

Troubleshooting a wet system

Prerequisites

40

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.
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Steps

1. Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.

2. Remove the system cover.

3. Remove the following components (if installed) from the system:
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If the problem persists, see the Getting help section.

o

Power supply unit(s)

Optical drive

Hard drives

Hard drive backplane

USB memory key

Hard drive tray

Cooling shroud

Expansion card risers (if installed)
Expansion cards

Cooling fan assembly (if installed)
Cooling fan(s)

Memory modules

Processor(s) and heat sink(s)
System board

Let the system dry thoroughly for at least 24 hours.

Reinstall the components you removed in step 3 except the expansion cards.
Install the system cover.
Turn on the system and attached peripherals.

If the system starts properly, turn off the system, and reinstall all the expansion cards that you removed.

9. Run the appropriate diagnostic test. For more information, see the Using system diagnostics section.

Next steps

If the tests fail, see the Getting help section.

Troubleshooting a damaged system

Prerequisites

simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Steps

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and

1. Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.

2. Remove the system cover.

3. Ensure that the following components are properly installed:

4. Ensure that all cables are properly connected.

cooling shroud

expansion card risers (if installed)
expansion cards

power supply unit(s)

cooling fan assembly (if installed)
cooling fan(s)

processor(s) and heat sink(s)
memory modules

drive carriers or cage

Troubleshooting hardware issues
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5. Install the system cover.
6. Run the appropriate diagnostic test. For more information, see the Using system diagnostics section.

Next steps

If the problem persists, see the Getting help section.

Troubleshooting the system battery

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

NOTE: If the system is turned off for long periods of time (for weeks or months), the NVRAM may lose the system
configuration information. This situation is caused by a defective battery.

®
®

NOTE: Some software may cause the system time to speed up or slow down. If the system seems to operate normally
except for the time set in System Setup, the problem may be caused by a software, rather than by a defective battery.

Steps

1. Re-enter the time and date in System Setup.

2. Turn off the system, and disconnect it from the electrical outlet for at least an hour.
3. Reconnect the system to the electrical outlet, and turn on the system.

4. Enter System Setup.

If the date and time displayed in System Setup are not correct, check the System Error Log (SEL) for system battery messages.

Next steps

If the problem persists, see the Getting help section.

Troubleshooting cooling problems

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Ensure that the following conditions exist:

System cover, cooling shroud, EMI filler panel, or back filler bracket is not removed.
Ambient temperature is not higher than the system specific ambient temperature.
External airflow is not obstructed.

A cooling fan is not removed or has not failed.

The expansion card installation guidelines have been followed.

Additional cooling can be added by one of the following methods:
From the iDRAC web GUI:

1. Click Hardware > Fans > Setup.
2. From the Fan Speed Offset drop-down list, select the cooling level that is required or set the minimum fan speed to a custom value.

From F2 System Setup:
1. Select iDRAC Settings > Thermal, and set a higher fan speed from the fan speed offset or minimum fan speed.
From RACADM commands:

1. Runthe command racadm help system.thermalsettings
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For more information, see Integrated Dell Remote Access User’s Guide at www.dell.com/poweredgemanuals

Troubleshooting cooling fans

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

@ NOTE: The fan number is referenced by the management software of the system. In the event of a problem with a
particular fan, you can easily identify and replace it by noting down the fan numbers on the cooling fan assembly.

1. Follow the safety guidelines listed in the Safety instructions section.
2. Follow the procedure listed in the Before working inside your system section.

Steps

1. Reseat the fan or the fan's power cable.
2. Restart the system.

Next steps

1. Follow the procedure listed in the After working inside your system section.
2. If the problem persists, see the Getting help section.

Troubleshooting an internal USB key

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Steps

Enter System Setup and ensure that the USB key port is enabled on the Integrated Devices screen.
Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
Remove the system cover.

Locate the USB key and reseat it.

Install the system cover.

Turn on the system and attached peripherals, and check if the USB key is functioning.

If the problem is not resolved, repeat step 2 and step 3.

Insert a known working USB key.
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Install the system cover.

Next steps

If the problem persists, see the Getting help section.
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Troubleshooting a micro SD card

Prerequisites

®

NOTE: Certain micro SD cards have a physical write-protect power on the card. If the write-protect switch is turned on,
the micro SD card is not writable.

®| NOTE: IDSDM and vFlash slots are not hot-pluggable.

Steps

1. Enter System Setup, and ensure that the Internal SD Card Port is enabled.

2. Turn off the system, including any attached peripherals, and disconnect the system from the electrical outlet.

3. Remove the system cover.

@ NOTE: When an SD card failure occurs, the internal dual SD module controller notifies the system. On the next
restart, the system displayed a message indicating the failure. If redundancy is enabled at the time of SD card
failure, a critical alert is logged and chassis health will degrade.

Replace the failed micro SD card with a new micro SD card.

Install the system cover.

Reconnect the system to its electrical outlet and turn on the system, including any attached peripherals.
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Enter System Setup, and ensure that the Internal SD Card Port and Internal SD Card Redundancy modes are set to the needed
modes.

Verify that the correct SD slot is set as Primary SD Card.

8. Check if the micro SD card is functioning properly.

9. If the Internal SD Card Redundancy option is set to Enabled at the time of the SD card failure, the system prompts you to perform
a rebuild.

®| NOTE: The rebuild is always sourced from the primary SD card to the secondary SD card.

Troubleshooting expansion cards

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

NOTE: When troubleshooting an expansion card, you also have to see the documentation for your operating system and
the expansion card.

®

®| NOTE: Riser slots are not hot-pluggable.

Steps

Run the appropriate diagnostic test. See the Using system diagnostics section.

Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.

Remove the system cover.

Ensure that each expansion card is firmly seated in its connector.

Install the system cover.

Turn on the system and attached peripherals.

If the problem is not resolved, turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
Remove the system cover.
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Remove all expansion cards installed in the system.
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10. Install the system cover.
1. Run the appropriate diagnostic test. See the Using system diagnostics section.

If the tests fail, see the Getting help section.
12. For each expansion card you removed in step 8, perform the following steps:

a) Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
b) Remove the system cover.

¢) Reinstall one of the expansion cards.

d) Install the system cover.

e) Run the appropriate diagnostic test. See the Using system diagnostics section.

Next steps

If the problem persists, see the Getting help section.

Troubleshooting processors

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

®| NOTE: Processor sockets are not hot-pluggable.

Steps

Run the appropriate diagnostics test. See the Using system diagnostics section.

Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
Remove the system cover.

Ensure that the processor and heat sink are properly installed.

Install the system cover.

Run the appropriate diagnostic test. See the Using system diagnostics section.
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If the problem persists, see the Getting help section.

Troubleshooting a CPU Machine Check error

Issue: System encountered a "CPU Machine Check" error.
Solution:

Ensure that all configurations and data is backed up prior to updating BIOS or Firmware.

Ensure there are no other system failures, check the System Event log for more information.
Test the system memory using the MP Memory test to ensure that there are no DIMM failures.
Test the system using the ePSA to test the general hardware to ensure system health.
Complete a flee power and minimum to POST, while testing the system at each stage.

Check if there are any available updates on firmware (BIOS and iDRAC firmware).

Clear the system event logs

If the issue persists, contact Dell Tech Support team.
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Troubleshooting a storage controller

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
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support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

®| NOTE: When troubleshooting a controller, see the documentation for your operating system and the controller.

®| NOTE: Mini-PERC socket is not hot-pluggable.

1. Run the appropriate diagnostic test. See the Using system diagnostics section.
2. Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
3. Remove the system cover.
4. Verify that the installed expansion cards are compliant with the expansion card installation guidelines.
B. Ensure that each expansion card is firmly seated in its connector.
6. Install the system cover.
7. Reconnect the system to the electrical outlet, and turn on the system and attached peripherals.
8. If the problem is not resolved, turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
9. Remove the system cover.
10. Remove all expansion cards installed in the system.
1. Install the system cover.
12. Reconnect the system to the electrical outlet, and turn on the system and attached peripherals.
13. Run the appropriate diagnostic test. See the Using system diagnostics section.
If the tests falil, see the Getting help section.
14. For each expansion card you removed in step 10, perform the following steps:

Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
Remove the system cover.

Reinstall one of the expansion cards.

Install the system cover.

e. Run the appropriate diagnostic test. See the Using system diagnostics section.
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If the problem persists, see the Getting help section.

OMSA flagging PERC driver

Issue: OpenManage Server Administrator (OMSA) flagging the PERC driver.

Solution: Dell EMC recommends that you download and install the latest BIOS, drivers, and systems management firmware on your
system. For more information, see the Downloading the drivers and firmware topic.

Importing or clearing foreign configurations using the
foreign configuration view screen

Prerequisites

About this task

If one or more physical disks are removed from a configuration, the configuration on those disks is considered a foreign configuration by
the RAID controller.

You can use the Foreign Config screen to view information about the foreign configuration, such as disk groups, virtual disks, physical
disks, space allocation, and hot spares. The foreign configuration data is displayed in the same format as configurations on the VD Mgmt
screen. You can use the VD Mgmt screen to view the foreign configuration before importing. After you view the foreign configuration,
you can either clear or import to the RAID controller.

@ NOTE: Before you import the foreign configuration, review the configuration on the screen to ensure that it is the end
result that you require.

You can use the Foreign Config screen to manage foreign configurations in the following cases:

All the physical disks in a configuration are removed and re-inserted.
Some of the physical disks in a configuration are removed and re-inserted.
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All the physical disks in a virtual disk are removed, but at different times, and then re-inserted.
The physical disks in a non-redundant virtual disk are removed.

The following constraints apply to the physical disks that are considered for import:

The disk state of a physical disk can change from the time the foreign configuration is scanned to when the actual import occurs. The
foreign import occurs only on disks that are in the Unconfigured Good state.

Disks in the failed or offline state cannot be imported.
The firmware does not allow you to import more than eight foreign configurations.

To manage foreign configurations:

Steps

1.

If all or some of the physical disks in a configuration are removed and reinserted, the controller considers the disks to have foreign
configurations. Perform the following steps:

a) Select Foreign Config to display the foreign configuration information on the Foreign Config screen.
b) Press <F2> to display the options (Import, Clear).

®| NOTE: You must have all the disks in the system before you perform the import operation.

c) Select Import to import the foreign configuration to the controller or select Clear to delete the foreign configuration(s) from the
re-inserted disk(s).
In the Preview Configuration Data window, the status of a physical disk that needs to be rebuilt is displayed as Rebuild.
@ NOTE: When you import a foreign configuration, the dedicated hot spares in the configuration are imported as
dedicated hot spares on two conditions — the associated virtual disk is already present or the associated virtual
disk is also imported along with the configuration.

NOTE: Start a consistency check immediately after the rebuild is complete to ensure data integrity for the virtual
disks. For more information about checking data consistency, see the Checking Data Consistency.

®

If all the physical disks in a virtual disk are removed at different times and re-inserted, the controller considers the disks to have foreign
configurations. Perform the following steps:

a) Select Foreign Configuration View to display the complete virtual disk, across different foreign configurations and allow foreign
configurations to be imported.

b) Press <F2> to display the options Import and Clear.

®| NOTE: You must have all the drives in the system before you perform the import operation.

c) Select Import to merge the foreign configurations with the existing configuration on the controller or Clear to delete the foreign
configuration(s) from the re-inserted disk(s).

If you select Import, all drives that were removed before the virtual disk became offline are imported, and then automatically
rebuilt.

@ NOTE: Start a consistency check immediately after the rebuild is complete to ensure data integrity for the virtual
disks. For more information about checking data consistency, see the Checking Data Consistency section.

If the physical disks in a non-redundant virtual disk are removed, the controller considers the disks to have foreign configurations.
Perform the following steps:

a) Select Foreign Configuration View to display the complete foreign configuration information.
b) Press <F2> to display the options Import and Clear.

c) Select Import to import the foreign configurations to the virtual disk or Clear to delete the foreign configuration(s) from the re-
inserted disk(s).

No rebuilds occur after the import operation because there is no redundant data to rebuild the disks with.
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Importing or clearing foreign configurations using the VD
mgmt menu

When a foreign configuration exists, the BIOS screen displays the message Foreign configuration(s) found on adapter.In
addition, a foreign configuration is displayed on the right side of the Ctrl Mgmt screen.

About this task

You can use the VD Mgmt menu to import the existing configuration to the RAID controller or clear the existing configuration. In addition,
you can view the foreign configuration from the Foreign View tab without importing the configuration.

®| NOTE: The controller does not allow import of configurations that results in more than 64 virtual disks.

Perform the following steps to import or clear foreign configurations:

Steps
1. During bootup, press <Ctrl> <R> when prompted by the BIOS screen.
The VD Mgmt screen is displayed by default.
2. On the VD Mgmt screen, highlight the Controller #.
3. Press <F2> to display the available actions.
4. Navigate to the Foreign Config option and press the right arrow key to display the available actions:
a) Import
b) Clear
@ NOTE: Ensure that your virtual disk has all the physical disks by verifying that there are no physical disks marked as
Missing in the foreign view page and that all the disks appear as expected before importing them.
5. Select Import to import the foreign configuration or Clear to delete the foreign configuration and then press <Enter>.

If you import the configuration, the VD Mgmt screen displays detailed configuration information. It includes information about the disk
groups, virtual disks, physical disks, space allocation, and hot spares.

RAID controller L1, L2 and L3 cache error

Issue: The RAID controller is generating L1, L2 and L3 errors.
Solution:To fix the issue, perform the following:

Update the system BIOS to the latest version

Clear the iIDRAC logs from the iDRAC web interface
Update the iDRAC firmware

Update the RAID controller drivers and firmware
Clear the system event logs

S IF NISTECIES

PERC controllers do not support NVME PCle drives

Issue: NVME PCle connected drives are not supported by PERC RAID controllers.
Solution: The controller is working as deigned.

For more information about installation and removal of NVMe PCle SSD in the system, see Replacing and configuring hardware.
For configuring and managing the PCle SSD adapter, see Configuring And Managing Your NVMe PCle SSD Adapter.

12 Gbps hard drive does not support in SAS 6ir RAID
controllers

Issue: 12 Gbps drive does not support in SAS 6ir RAID controllers.
Resolution:

The controller is working as designed.
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SAS 6ir controllers support speeds of up to 3 Gbps.

For more information, refer to the SAS 6ir product documentation.

Hard drives cannot be added to the existing RAID 10 Array

Create a new RAID 1 array or RAID 50 array, and ensure that the virtual disk has the maximum partition space. For information about how
to configure a RAID array, see RAID configuration using OpenManage Server Administrator, RAID configuration using Unified Server
Configurator, or Configuring RAID by using Lifecycle Controller.

For information about RAID configuration by using PERC, see RAID configuration using PERC.

PERC battery discharging

Issue: PERC battery discharging

Solution: To fix this issue, update the BIOS and PERC firmware. The following steps show how to update the BIOS and PERC firmware:
There are four methods to update the BIOS, below are the steps for the four methods:

Method 1: Dell update package instructions for UEFI.

Download the BIOS update package at: Dell.com/support.

When the Export Compliance Disclaimer window appears, read the agreement and if you agree, click | agree.

The File Download window appears, click Save to save the file to your hard drive.

You can update the BIOS using a UEFI shell bootable media, such as a USB key. Copy the file to the bootable device with UEFI shell.
Boot the system to UEFI shell by using the bootable device.

Run the executable .efi file under the UEFI shell. Follow the instructions provided by the flash utility.

3 IF NSRS

You can also load this executable file directly from BIOS Boot Manager without a UEFI shell bootable media:

Copy the file to a USB device.

Plug in the USB device to the system and then press F11 during POST to enter BIOS Boot Manager.
Navigate to the System Utilities menu and select BIOS Update File Explorer.

Select the USB device and navigate through the directory contents to find the executable (.efi).
Launch the executable and follow the instructions provided by the flash utility.

S PN SIES

Method 2: Dell update package instructions for Linux DUP.

1. Download the BIOS update package at: Dell.com/support.

2. When the File Download window appears, click Save to save the file to your hard drive.

3. Read the release information by running the command ". / [model] BIOS LX[revision].BIN--version" command from the
shell. -

Download and perform the prerequisites identified in the above steps before proceeding.

Install any necessary Embedded Systems Management firmware prior to this BIOS update.

Run the update "./ [model] BIOS LX[revision].BIN--version'.

Follow the remaining prompts to perform the update.

N oo

Method 3: Dell update package instructions for Windows DUP.

Download the BIOS update package at: Dell.com/support.

When the File Download window appears, click Save to save the file to your hard drive.
Browse the location where you downloaded the file and double-click the file.

Read over the release information presented in the dialog window.

Download and install any prerequisites identified in the dialog window before proceeding.
Install any necessary Embedded Systems Management firmware prior to this BIOS update.
Click the Install button.

Follow the remaining prompts to perform the update.

©ND O KNS

Method 4: GnuPG signature of Dell update package instructions.

1. Download the BIOS update package at: Dell.com/support.
2. When the File Download window appears, click Save to save the file to your hard drive.
3. Import the Dell public key.

®| NOTE: You only need to do once on your system.
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4. Verify the Dell Update Package by using its signature file, [model] BIOS LX [version].BIN.sign.
There are two methods to update the PERC firmware. Below are the steps for the two methods:
Method 1: Windows update package.

Download the BIOS update package at: Dell.com/support.

When the File Download window appears, click Save to save the file to your hard drive.
Browse to the location where you downloaded the file and double-click the new file.

Read over the release information presented in the dialog window.

Download and perform any prerequisites identified in the dialog window before proceeding.
Click the Install button.

Follow the remaining prompts to perform the update.
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Method 2: Linux update package.

1. Download the BIOS update package at: Dell.com/support.
2. When the File Download window appears, click Save to save the file to your hard drive.

3. Read over the release information presented by executing the ". /SAS-RAID Firmware XXXXX LN XXXXX.BIN--version"
command from the shell.

4. Download and perform any prerequisites identified in the above step before proceeding.
5. Run the update by executing ". /SAS-RAID Firmware XXXXX LN XXXXX.BIN'"from the shell.
6. Follow the remaining prompts to perform the update.

There are two methods to update the PERC firmware:
Method 1: Windows update package:

Download the BIOS update package at: Dell.com/support.

When the File Download window appears, click Save to save the file to your hard drive.
Browse to the location where you downloaded the file and double-click the new file.
Read over the release information presented in the dialog window.

Download and install any prerequisites identified in the dialog box before proceeding.
Click the Install button.

Follow the remaining prompts to perform the update.
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Method 2: Linux update package:

1. Download the BIOS update package at: Dell.com/support.
2. When the File Download window appears, click Save to save the file to your hard drive.

3. Read over the release information presented by executing the "./SAS-RAID Firmware XXXXX LN XXXXX.BIN--version"
command from the shell.

4. Download and install any prerequisites identified in the above step before proceeding.
Run the update by executing ". /SAS-RAID Firmware XXXXX LN XXXXX.BIN'"from the shell.
6. Follow the remaining prompts to perform the update.

o

PERC battery failure message is displayed in ESM log

About this task
If the PERC battery is displayed as failed in the ESM log, and there is no hardware failure, perform the following steps:

Steps

1. Turn of the system, and remove the power cable (s) from the system.

2. Let the system sit for 30 seconds to allow any remaining flea power to drain.
3. Boot to the operating system, and clear logs.

4. Update the iDRAC firmware to the latest version.

®| NOTE: If the issue persists, Dell recommends that you replace PERC and the PERC battery.

For more information about troubleshooting the PERC battery, see Additional Information for troubleshooting memory or battery
errors on the PERC controller section.
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Creating non-raid disks for storage purpose

About this task

By default, all the disks are in RAID capable unconfigured state. The user can convert the RAID capable disks to non-RAID disks using
either the BIOS configuration utility or the UEFI/HII RAID configuration utility.

To create a non-RAID disk, perform the following steps in the BIOS Configuration Utility (<Ctrl> <R>):

Steps

1. On the Virtual Disk Mgmnt screen, use the arrow keys to highlight the PERC 9 adapter or Disk Group #.

2. Press <F2>.
The list of available action is displayed.

3. Click Convert to Non-RAID.
The Convert RAID Capable Disks to Non-RAID window is displayed.

4. Press the down-arrow key to highlight an available physical disk.
B. Press the spacebar to select the disk.

An X is displayed beside the selected physical disk(s).
6. Select OK.

Firmware or Physical disks out-of-date

Issue:The Firmware or Drives out of date adn results in unknown disk errors.
Solution:

Update the Firmware/ PERC Controller.

Cannot boot to Windows due to foreign configuration

About this task

When a foreign configuration exists in the controller, and you cannot boot to Windows, do the following:

Steps

1. Import the foreign configuration to the RAID controller. See, Importing foreign configuration using PERC.
2. Rebuild the failed hard drives. See, Rebuild.
3. Upgrade the iDRAC firmware/PERC. See, Downloading drivers and firmware.

Offline or missing virtual drives with preserved cache error
message

Error Message:

There are offline or missing virtual drives with preserved cache. Please check the cables and
ensure that all drives are present. Press any key to enter the configuration utility.

Probable Cause:

The controller preserves the dirty cache from a virtual disk if the disk becomes offline or is deleted because of missing physical disks. This
preserved dirty cache is called pinned cache, and is preserved until you import the virtual disk, or discard the cache.

Corrective Action:

Use the <Ctrl> <R> utility to import the virtual disk or discard the preserved cache. For the steps used to manage preserved cache, see
Managing preserved cache.

@ NOTE: Ctrl R is not available for systems set to UEFI boot mode. Use the Hll menu to manage preserved cache in these
cases.
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Managing preserved cache

About this task

If a virtual disk goes offline or is deleted because of missing physical disks, the controller preserves the dirty cache from the virtual disk.

The preserved dirty cache, known as pinned cache, is preserved until you import the virtual disk or discard the cache.

@ NOTE: Certain operations, such as creating a new virtual disk, cannot be performed if preserved cache exists. You have
to enter the BIOS Configuration Utility (<Ctrl> <R>) to resolve the situation before you boot to the operating system.
Messages are displayed notifying you that you must enter the BIOS Configuration Utility (<Ctrl> <R>) to discard the
preserved cache or import the virtual disks with the preserved cache.

If there are any foreign configurations, it is strongly advised that you import the foreign configuration before
you discard the preserved cache. Otherwise, you might lose data that belongs with the foreign configuration.

To manage the preserved cache:

Steps
1. On the VD Mgmt screen, click on a controller icon.
2. Press <F2> to display the available actions.

3. Select Manage Preserved Cache.
A message is displayed advising you to import the foreign configuration before you discard the preserved cache to avoid losing data
belonging to the foreign configuration. Confirm whether you want to continue. The Manage Preserved Cache screen displays the
affected virtual disks.

4. You can choose to discard the cache on the Manage Preserved Cache screen. If you press Cancel, the process is cancelled and the
Preserved Cache Retained dialog box is displayed. If you choose to discard the cache, you are prompted to confirm your choice. If you
choose to retain the cache, a message is displayed to notify you that you cannot perform certain operations while the cache exists.
Click OK to continue.

Expanding RAID array

Reconfigure or migrate a virtual disk (VDs) to increase the capacity or change the RAID level of the virtual disk. For more information
about reconfiguration of virtual disks, see Starting and target RAID levels for virtual disk reconfiguration and capacity expansion, and
Reconfiguring or migrating virtual disks.

LTO-4 Tape drives are not supported on PERC

Tape drives are not supported on PERC. Use a 6Gbps SAS HBA or an equivalent SAS HBA that is not designed with RAID.

Limitations of HDD size on H310

The PowerEdge RAID Controller H310 does not support HDD size more than 2 TB. HDD size has this limitation.

System logs show failure entry for a storage controller
even though it is working correctly

The PowerEdge RAID Controller (PERC) family of enterprise-class controllers is designed for enhanced performance, increased reliability,
fault tolerance, and simplified management. These controllers provide a powerful, easy-to-manage way to create a robust infrastructure
and help maximize server uptime. The battery installed on these controllers help in ensuring data integrity in case of power outages.

About this task

When the controller battery is discharged, the system recharges the battery and reconditions it. During this reconditioning, you may see a
failure in the system logs. To confirm that the battery is working correctly, check the hardware details on any of the Dell EMC systems
management solutions. This error can also be resolved by clearing the static build-up in the system. To clear the static build-up, perform
the following steps:
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Steps

Shut down the system.

Disconnect all the power cables.

Press and hold power button for 15 seconds.

NN

Reconnect all the cables and turn the system on.

Results

Check the hardware details to ensure that the controller is working correctly.

Troubleshooting hard drives

Prerequisites

This troubleshooting procedure can erase data stored on the hard drive. Before you proceed, back up all files
on the hard drive.

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

®| NOTE: Ensure that the sleds internal SATA cables are connected correctly.

Steps
1. Run the appropriate diagnostic test. See the Using system diagnostics section.

Depending on the results of the diagnostics test, proceed as required through the following steps.
2. If your system has a RAID controller and your hard drives are configured in a RAID array, perform the following steps:

a) Restart the system and press F10 during system startup to run the Dell Lifecycle Controller, and then run the Hardware
Configuration wizard to check the RAID configuration.

See the Dell Lifecycle Controller documentation or online help for information about RAID configuration.
b) Ensure that the hard drives are configured correctly for the RAID array.
c) Take the hard drive offline and reseat the drive.
d) Exit the configuration utility and allow the system to boot to the operating system.

3. Ensure that the needed device drivers for your controller card are installed and are configured correctly. For more information, see the
operating system documentation.

4. Restart the system and enter the System Setup.
B. Verify that the controller is enabled and the drives are displayed in the System Setup.

Next steps

If the problem persists, see the Getting help section.

Troubleshooting multiple Drive failure

Multiple physical disk errors in a single array typically indicate a failure in cabling or connection and could involve the loss of data. You can
recover the virtual disk after multiple physical disks become simultaneously inaccessible. Perform the following steps to recover the virtual
disk.

Prerequisites

Follow the safety precautions to prevent electrostatic discharge.

Steps

1. Turn Off the System.
2. Reseat the cable at both the ends.
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Reseat the controller card.

Reseat the Drives and ensure that all the drives are present in the system.

Turn on the system and enter the CTRL+R utility. or and either import or clear the foreign configuration.
Press <"F"> at the prompt to import the foreign configuration.

N o oA o

press <"C"> to enter the BIOS configuration utility.

If the virtual disk is redundant and transitioned to degraded state before going Offline, a rebuild operation starts automatically after
the configuration is imported. If the virtual disk has gone directly to the Offline state due to a cable pull or power loss situation, the
virtual disk is imported in its Optimal state without a rebuild occurring. You can also use the BIOS Configuration Utility or Dell
OpenManage storage management application to perform a manual rebuild of multiple physical disks.

8. If the problem is not resolved, refer to Troubleshooting Hard drives section in the Dell EMC PowerEdge Servers Troubleshooting
Guide.

Checking hard drive status in the PERC BIOS

Steps
1. Press Ctrl + R during the POST process to open PERC BIOS Configuration Utility.
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Figure 13. PERC Configuration Utility VD Mgmt screen
2. To check if the hard drive is participating in the RAID array, perform the following steps:
a) Press Ctrl + N to go to the PD Mgmt (Physical Disk Management) screen and check if any hard drives are offline or missing.
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Figure 14. PERC Configuration Utility PD Mgmt screen

The table shows Hard drive status

Table 14. Hard drive status

Hard drive status Description

Offline Hard drive is not part of the RAID array.

Online Hard drive is part of the RAID array.

Ready Hard dive is ready to be a part of the RAID array.

FAQs

How to identify a hard drive failure?

Hard drive failures may occur because of logical, head, or mechanical failures. The following table describes the symptoms of failing hard
drives:

Table 15. Symptoms of a failing hard drive

Symptom Description

Noisy hard drives Noisy hard drives indicate head crash, noisy bearings, or a failed
motor.

Data and disk errors Files may not get saved or programs may stop responding.

Hard drive not detected Operating system does not detect the hard drive.

System crash Blue screen errors.

Slow read-write process Delay in reading or writing data on the hard drive.

Perform the following steps if any of these symptoms occur:

1. Check if the hard drives are installed correctly.
2. Check the hard drive indicators. For more information, see Hard drive indicator codes section.
3. For systems with LED indicators, check the diagnostic LEDs. For more information, see Status LED indicators section.

@l NOTE: The diagnostic LED indicators might be different for different systems.

4. For systems with LCD panel, check for the following error codes:
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Table 16. Hard drive error codes

Error Code Error Message Description

E1810 Hard drive <number> Hard drive <number> has had a fault as determined by the SAS subsystem.
fault.

E181 Hard drive <number> Drive <number> has had its rebuild aborted.

rebuild aborted.

E1812 Hard drive <number> Drive <number> has been removed from the system.
removed.
B. Check the hard drive status in SupportAssist.
6. Check the hard drive status in the RAID BIOS. For more information, see Checking hard drive status in the PERC BIOS section.

If you have any of the above error conditions, contact Dell Technical Support. When you call, keep the SupportAssist report and the
troubleshooting logs ready.

How do | extract RAID-Controller Logs using MegaCLI for Windows
and Linux?

@ NOTE: To export information about the status of the RAID controller and the connected hard drives, use the MegaCLlI
tool by LSI (Avagotech).

To create the appropriate diagnostic files, perform the following steps:

1. Download the appropriate version of the MegaCli tool for Windows Operating systems from the Avagotech support site.

2. Unzip the downloaded files and copy them in any directory on the server or host system according your installed operating system. For
example, on Windows the path can be C: \temp\megacli, and on Linux the path can be /tmp/megacli.

8. Open a terminal in Linux or a command prompt in Windows operating systems and navigate to the newly created directory.
4. Now, run the following commands:

To create the RAID controller logs in Windows, use the command MegaCli.exe -FwTermLog -Dsply —-aALL >
ttylog.txt.

To create the Event Log in Windows, use the command MegaCli.exe —-AdpEventLog -IncludeDeleted -f
deleted.txt -aALL.

To create the RAID controller logs in Linux, use the command . /MegaCli64 -FwTermLog -Dsply —-aALL > /tmp/
ttylog.txt.

To create the Event Log in Linux, use the command . /MegaCli64 -AdpEventLog -IncludeDeleted -f
deleted.txt -aALL.

@ NOTE: For the most popular Linux operating systems, you also need the following file to ensure a smooth execution: -
Lib_Utils-1.00-09.noarch.rpm

®| NOTE: The deleted.txt file is always stored in the MegaCli folder.

Symptoms

Hard disk drive making noise

Description

Clicking or other loud noise is heard from the hard drive. The noise can be intermittent and may or may not coincide with read or write
operations.

Resolution

1. Run the custom ePSA diagnostics and obtain the error code. For more information on ePSA diagnostics, see PSA/ePSA Diagnostics.
2. If the diagnostics fail, call Dell Technical Support for further assistance.

3. If the diagnostics pass, reseat the hard drive.

4. If the problem persists, call Dell Technical Support for further assistance.
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Drive timeout error

Issue—Drive times out and the RAID controller displays the drive as failed.

Corrective action—Update the hard drive firmware/PERC controller. For information about driver installation, see the driver installation
section. For information about firmware installation, see the Firmware section.

Drives not accessible

Multiple physical disk errors in a single array typically indicate a failure in cabling or connection and could involve the loss of data. You can
recover the virtual disk after multiple physical disks become simultaneously inaccessible. Perform the following steps to recover the virtual
disk.

Prerequisites

Follow the safety precautions to prevent electrostatic discharge.

Steps

1. Turn Off the System.

2. Reseat the cable at both the ends.

3. Reseat the controller card.

4. Reseat the Drives and ensure that all the drives are present in the system.

B. Turn on the system and enter the CTRL+R utility. or and either import or clear the foreign configuration.
6. Press <"F"> at the prompt to import the foreign configuration.

7. press <"C"> to enter the BIOS configuration utility.

If the virtual disk is redundant and transitioned to degraded state before going Offline, a rebuild operation starts automatically after
the configuration is imported. If the virtual disk has gone directly to the Offline state due to a cable pull or power loss situation, the
virtual disk is imported in its Optimal state without a rebuild occurring. You can also use the BIOS Configuration Utility or Dell
OpenManage storage management application to perform a manual rebuild of multiple physical disks.

Troubleshooting an optical drive

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Steps

1.

Try using a different CD or DVD.

If the problem is not resolved, enter System Setup and ensure that the integrated SATA controller and the drive's SATA port are
enabled.

3. Run the appropriate diagnostic test.

4. Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
B. If installed, remove the bezel.

6. Remove the system cover.

7. Ensure that the interface cable is securely connected to the optical drive and to the controller.

8. Ensure that a power cable is properly connected to the drive.

9. Install the system cover.

Next steps

If the problem persists, see the Getting help section.
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Troubleshooting a tape backup unit

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

Steps

1. Use a different tape cartridge.

2. Ensure that the device drivers for the tape backup unit are installed and are configured correctly. See your tape drive documentation
for more information about device drivers.

3. Reinstall the tape-backup software as instructed in the tape-backup software documentation.
4. Ensure that the interface cable of the tape drive is connected to the external port on the controller card.
B. Perform the following steps to ensure that the controller card is properly installed:

a) Turn off the system and attached peripherals, and disconnect the system from the electrical outlet.
b) Remove the system cover.

c) Reseat the controller card in the expansion card slot.

d) Install the system cover.

e) Turnon the system and attached peripherals.

6. Run the appropriate diagnostic test. For more information, see the Using system diagnostics.

Next steps

If you cannot resolve the problem, see the Getting help section.

Troubleshooting system memory

Prerequisites

Many repairs may only be done by a certified service technician. You should only perform troubleshooting and
simple repairs as authorized in your product documentation, or as directed by the online or telephone service and
support team. Damage due to servicing that is not authorized by Dell is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

®| NOTE: Memory slots are not hot-pluggable.

®| NOTE: NVDIMM-N battery is not hot-pluggable.

Steps

1. If the system is operational, run the appropriate diagnostic test. See the Using system diagnostics section for the available diagnostic
tests.

If the diagnostic tests indicate a fault, follow the corrective actions that are provided by the diagnostic tests.

2. If the system is not operational, turn off the system and attac